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Information Security Policy

At SNCMSUK, the protection of information is fundamental to maintaining the trust of our
customers, partners, and colleagues. As we deliver mission-critical technology and
services that support UK Defence, safeguarding the confidentiality, integrity, and
availability of information is essential to our operational success and to the security of
those we serve.

To support this commitment, SNCMSUK maintains, operates, and continually improves
an Information Security Management System (ISMS) aligned to the requirements of
ISO/IEC 27001. Our ISMS ensures that information risks are effectively identified,
assessed, and managed across all areas of the business.

We will achieve this by:

¢ Senior management demonstrating leadership and accountability for the
effectiveness of the Information Security Management System and ensuring that
information security is embedded into our culture and ways of working.

¢ Providing a framework for establishing, reviewing, and achieving our Information
Security Objectives, ensuring they remain aligned with organisational goals and
the evolving threat landscape.

e Complying with all applicable legal, regulatory, contractual, and other
requirements relating to information security.

¢ Ensuring all personnel understand their responsibilities for protecting information
through appropriate training, awareness activities, and access to relevant
guidance.

¢ Implementing risk-based controls to protect information assets against
unauthorised access, disclosure, alteration, destruction, or loss.

e Monitoring, auditing, and reviewing the performance and effectiveness of the
ISMS through internal audits, management reviews, incident reporting, and
continual improvement processes.

¢ Embedding continuous improvement to ensure the ISMS remains effective,
robust, and responsive to internal and external changes.

This Policy and the business Objectives will be reviewed annually and/or when
significant changes are identified.
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